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WHO DO WE HAVE IN
THE ROOM WITH US
TODAY?




PRIVACY™ %



District Overview

Northside ISD
San Antonio, TX

98,000 students 12,000 Employees



Technology Overview  \"/

Northside ISD
San Antonio, TX

O

1:1 District with iPads
and Chromebooks

8,000 Staff All NISD Classrooms
Chromebooks & 4,100 equipped with
Staff iPads Windows teacher

station, document
camera, projector &
laser printer

25,000 Student iPads &
80,000 Student
Chromebooks



Data Privacy in Education  \"r//

Data privacy in education refers to the proper handling, use, and protection
of sensitive student information by schools, districts, and the educational
technology (EdTech) vendors they use.

It ensures that Personally Identifiable Information (Pll) about a student is
kept confidential and is not disclosed to unauthorized parties or used for
non-educational, commercial purposes, such as targeted advertising.

In the United States, this concept is primarily governed by federal laws.




SCOPE ACT (HB18)

« SCOPE = Securing Children Online

through Parental Empowerment
« Signed into law by Texas Governor
Greg Abbott in June 2023

» Full law went into effect in

September 2024



SCOPE ACT (HB18)

 Protects Student Data and Privacy:
Ensures compliance with legal
requirements for minors, limits PlII
collection, and targeted advertising

« Ensures Child Safety: Prevents
access to harmful content and
provides parents with tools to
manage digital service usage.



A Data Privacy Agreement is... \\&v////

A Data Privacy Agreement (DPA) between Northside
ISD and an app developer outlines what district and
personal data is collected, how it's used and protected,
and ensures compliance with the SCOPE Act. This is an
important step in the app approval process.




W) Howis NS inComplanee

VETTING
APPLICATIONS
e App Vetting Process CONTENT
« SHARP Process FILTERING
* Al Policy * Linewize Internet Filtering
e Data Privacy Admin Reg . Google 3™ Party Apps 18 year PARENT ACCESS
(TEC-08) age limit (Sign in with e Student Data Privacy
Google) Consortium
. Recently security features  nisd.net/district/technology

from Google


https://sdpc.a4l.org/district_listing.php?districtID=3093
https://sdpc.a4l.org/district_listing.php?districtID=3093
http://nisd.net/district/technology



https://drive.google.com/file/d/16UmuFen9q_iNU_3Q3ZUC-mAXLAno4ICK/view?usp=drive_link

HOW DO |
KNOW AN APP
IS SAFE?

]



VENDOR REPUTATION

 Look for app vendors who are
reputable and reliable

« Check reviews and ratings in
the app stores (Apple App
Store or Google Play, etc)

« Age of the app & how often
it's updated by the vendor



GOOD APP!

APP STORE INFORMATION




BAD APP!

APP STORE INFORMATION

|

App is not receiving security

updates from Apple, and not
safe to install on NISD
devices.




COMPLIANCE WITH DATA
PRIVACY LAWS

« FERPA -protects the privacy of
student’s education records.

« COPPA-Federal Law protecting
children under 13

« SCOPE Act is Texas Law, not
Federal so almost no companies

will specifically outline SCOPE in
policy or terms



HOW TO TELL IF A VENDOR IS IN
COMPLIANCE WITH FEDERAL
LAWS?

Let tools like Gemini or MagicSchool do
the work for you!

- Have them break down the legal
jargon into easy to read summaries of
policies and ensure they're compliant
with federal laws.

» Visit our approved apps list and check
In Review or Not Approved for

compliance



COMPLIANCE WITH DATA
PRIVACY LAWS

hisd.tech/approvedapps



http://nisd.tech/approvedapps

REVIEW THE PRIVACY POLICY
& TERMS OF SERVICES

e Is the policy & terms easy to
read and understand?

« Minimal PIl collected

« Requested Permissions align
with educational use

« What's the minimum age for

student use?



REVIEW THE PRIVACY POLICY
& TERMS OF SERVICES

Boddle Privacy Policy.



https://www.boddlelearning.com/privacy-policy

WHAT'S THE DIFFERENCE
BETWEEN TOS & PRIVACY POLICY?

« Privacy Policy: Focuses on user data
and is legally required under most
global privacy laws. Its purpose is to
protect the user's rights.

« Terms of Service (ToS): Focuses on
the rules of engagement for using a
service and is generally a contract to
protect the service provider's rights
and legal liability.



Now it’s your turn! K@/J/

Find an application and take a
few minutes to use the tools
we’ve discussed to see if it’s a
safe app or not.




Rule of thumb: \w/

The more data a vendor
collects, the more likely our

data isn’t as protected as we
think.




| FOUND A
SAFE APP, NOW
WHAT?

]



IS THE APP APPROVED?

check the status of an
application

. It it's already approved, submit a
work order to ensure it gets on
your devices.

e If it's not approved, submit it

using the form to the right
located on EVERYONE'S Portal!



http://nisd.tech/approvedapps

IS THE APP PAID, GO WITH HARDWARE?

« Then the application must go
through our SHARP evaluation
process.

« These evaluations can only be
submitted by directors or
campus principals

« There are typically more moving
parts to a SHARP evaluation




Which is which?



INNOVATION
COLLABORATION

GROWTH



ATTENDANCE

NISD.TECH/FEEDBACK



THANK YOU

N

l’\\ ﬁx @nisdtechservices



